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WO TAKE ®OPTELA?

LLE MJIAT®OPMA 13 3AXUCTY BISHECY
Y KPU3OBUX CUTVALIAX, AKA CTBOPEHA
TOMNOBUMU EKCIMNEPTAMWU 31 CPEPU BE3IMNEKHU

HALLA TOJTOBHA 3AOAYA - SAXUCT KJNIEHTIB ®OPTEL
B bYOb-AKMM MOMEHT YACY

YyacHUKM nnathopMU OTPUMYIOTb ePEeKTUBHY

CUCTEMY 3aXMCTy CBOro Bi3Hecy Ta K/IIOYOBUX aKTHUBIB,

a TaKoOX [iEBMM MEXaHi3M NepcoHanbHOro ybesneyeHHs.
Mu monoMaraeMo i3 3aXMCTOM IK Y KOHKPeTHMX KPM3O0BMX
cuTyauiax, Tak i Big nocTiMHO Ailounx 6isHec-pu3mKiB.
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AKTYAJIbHI PUSUKM ONS BISHECY B YKPAIHI Ey

BIBHECMEHMU AK OB'€KTU ATAK: 2017-2021 KIJTbKICTb 3J/TOUUHIB: 2019-2023
B B6uscTta / cnpobu B6MBCTBaA GisHecMeHiB
Hanagu Ha 6yauHKu GisHecMeHiB / BUKpPaAEHHS YneHiB ix ciMei TN 3/I0OMUHY 2019 2020 2021 2022 2023
MocsraHHs Ha TepuTOpiaNnbHY LiNiCHICTb
i HepOTOPKaHHICTb YKpaiHu, cT.110 135 140 149 10 487 614
79 79 ®iHaHCyBaHHS Ak, CKOEHUX 3 METOIO
HaCWUNbHULbKOI 3MiHM YK NMOBaNeHHs
KOHCTUTYLIMHOTO Nafy abo 3axorieHHs 41 29 46 246 128
68 [lep>kaBHOI Blaay, 3MiH MeXX TepuTopii abo
[Oep>kaBHOro KopaoHy YkpaiHu, cT.110-2
55
51 LLlaxpa#ncTeo, cT.190 32358 | 26 830 [ 23 847 | 32 086 | 82 609
MpuBRacHeHHs, po3TpaTa MaiHa abo
3aBOMIOAIHHS HWUM WNSAXOM 310BXMBaHHSA | 9074 | 11160 | 11092 | 6698 | 9222
34 cny>60BK1M CTaHOBULLEM, CT.191
24 25 Neranizauis (BiaMMBaHHA) oxomis,
18 OfEepP>KaHUX 3TOYMHHMUM LINAXOM, CT.209 283 348 395 437 969
13
VxuneHHs Big cnnatu nogatkis, 36opis
(060B's3KOBMX MNaTexis), CT.212 852 910 760 390 914 O
>
2017 2018 2019 2020 2021 ®diHaHCYBaHHS TepPOPU3MY, CT.258-5 33 37. 50 40 22 E
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Y AKNX KPU3OBUX CUTYALLIAX

AOMNOMOXKE ®OPTELA?

HE3AKOHHI AIi JEP)XOPIrAHIB
HE3AKOHHI KOHKYPEHTHI aii
HE3AKOHHI li NPABOOXOPOHLLIB

IHOOPMALLIMHI ATAKM Y 3MI

HAMAON HA AKTUBU

-N-N-N-- -

KIBEPATAKH

KOPMOPATUBHI KOH®NIKTHU
KPUMIHAJIbHI MPOSABU
PEMOEPCTBO

3ATPUMAHHA TOM-MEHEO>KMEHTY

CMEPTb BJIACHUKA TA BCTYN Y CMNMAAOK

HAMAOM HA BNTACHMKA TA MOIrO CIM'tO

sksecurity.ua



AKI HAMPAMU 3AXUCTY
3ABE3IMNEYYE OOPTELA?

®OPTELS OB'€QHYE HAMMOTY>XHILLI CUMN, 3ACOBM TA MOXKJ/TMBOCTI
KPALUMX EKCIEPTIB, AKI 3AATHI YBE3MNEYUTU BISHEC BI KPU3 TA PU3UKIB
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i ; Qg KopnopaTuBHa MigrpuMka

6e3neka apBoKartis
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AHTMKPU3OBUM  AHTMKPU3OBMM Ki6ep- Cunoeuu
GR PR 6e3neka 3axucT
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YOMY BAPTO
OBPATU ®OPTELIO?

n MIHIMI3ALIA PU3UKIB

Ta iIMOBIPHOCTI KPM30BOI CUTYyalLii: OLiHKa PU3KKIB Big [OCBIgYEHUX
daxisuie y cdepi 6e3neku i pospobka KoMNeKcy pekoMeHaaLin.
OocTyn po 6a3 gaHMX i NPOAYKTIB Bif NapTHEpPiB-y4YaCHUKIB.

n 6 KNNIOYOBUX HAIMPAMKIB 3AXUCTY

MO>KHa obpaTu Ta OTPMMaTH KOMMJIEKC LiflbOBMX NOCAYT i3 MUTaHb

6e3neku i NPaBOBOro 3aXMCTy, aKTyanbHUI caMe ans Baworo 6isHecy.

B OOMOMOTA B PEXXUMI 24/7

Lo nepepbayac MUTTEBY peakLilo Ha KPU3OBI CUTyaLlii,
30KpeMa, MOXK/IUBICTb Gi3UYHOrO 3aXMCTY.

®OPTELA - KOHLIEHTPALLISI CUN, 3ACOBIB
TA MOXXJIMBOCTEM YYACHMUKIB HA OOHIM
MNJIATOOPMI 3 EAUHOIO METOIO - 3AXMUCTY
IXHbOIO BIZHECY Bl KPU3OBUX CUTYALLIM

sksecurity.ua



K MPALIOE

NMNATOOPMA ®OPTELIA?

MUTTEBE
PEATYBAHHSA

MeTop «YepBOHOI KHOMKMU»
OpraHizyeMo poboTy
6e3neKoBOi rpynu eKCTPEeHoro
pearyBaHHs: Bif, afBOKaTiB A0
npepcTtaBHukis 3MI Ta cy>x6
oxopoHu. DaxiBLi HagaayTh
MUTTEBY AOMNOMOrY 3 ypaxy-
BaHHSIM KOHKPETHOI CUTyalLji.

NPEBEHTUBHUM
3AXMCT

MpeBeHTUBHUIM Nigxig
[LiarHOCTYEMO MOXK/UBI PU3UKHM
Ta KPM30Bi cUTyauii, o 3arpo-
XKYIOTb Bi3Hecy. BusHayaeMo
Bpa3nuBOCTI Baloi koMnaHii Ta
dopMyeMo pekoMeHpaLii 3
YCYHEeHHs cnabkux Micupb i
nocuneHHs 6esneku.

NNIAT®OPMA POPTELLS HE 3AMIHIOE CUCTEMY
BE3MEKM KOHKPETHOTIO BISHECY. BOHA [JOMNMOBHIOE
I MOCUIIIOE 3AXMUCT TA 3HAYHO CKOPOYYE YAC
PEAKLIT Y KPU3OBUX CUTYALLIAIX.

Mocnyru NoroayoTbCs OKPEMO B iHAMBIAYaNbHOMY NOPSAKY

ONEPATMBHMUM
3AXMCT

TaKTUYHMK NipXip,
MNpoBoaMMO LBUAKKM aHanI3
6i3Hec-cuTyalii, Wo cknanacs,
Ta popMyeEMO iHAMBIAYaNbHMUIM
nnaH ans BUPILEHHs KPUM3OBOI
cutyauii. BrintoeMo koMmnnekc
AiM aX fo ycnilwHOoro Buxogy 3
KPU3N.

CTPATErYHMMH
3AXMUCT

CrparteriuHmi nigxig
Po3pobnsieMo [OBrocTpoKOBY
cTparerito 6e3neku ans
Baworo 6i3Hecy, dopMyeMo
NOKPOKOBMWM NNaH ii BTiNEHHS 3
ypaxyBaHHSIM CTpaTeridyH1x
uinen i pecypcis nignpuemMcTaa
Ta MOro BnacHuKa.

sksecurity.ua



3A IKOIO CXEMOIO [1I€ ®OPTELS
Y KPU3OBIM CUTYALLII?

n Big yyacHuka DopTeli HaaxoauTb n IHdopMaLis Npo KPM3OBY MOAiO NOCTynae
BMK/IMK O CUTYaLIMHOTO LLEHTPY. Ta 06pPOBNFETLCA B aHANITUYHOMY LLEHTPI.

Ha oCHOBi BUCHOBKIB aHaNiTUYHOIO LLEEHTPY
I8 DoprTel BiANOBIAHI pilLeHHs NepefaloTbes Ha

n KoopauHaTop LEeHTPY 3abe3neyye HeralHy 4ONOMory:
BMKOHAHHS A0 TaKTUYHUX FPYN pearyBaHHs.

npubyTTS CUNOBOI rPynM, agBoKaTa Ta XXypHanicta, TOLLO.

Aaaly  eukmk

I: Ll TAKTUYHI
YYACHHUK reynu T
|
|
EHTP B - LIEHTP ' |
Q . N é:[é OnuifHO MOXyYTb GOPMyBaTUCS OAHa |
YU JeKinbka TaKTUYHUX FPYM = 3a1EeXKHO |

Bif 06'eKkTiB, OCib, reorpadii yyacHuka |
ADBOKAT Ta NOTY>XHOCTI NPOTUBOPYMX CUN. !

sksecurity.ua



AKI POPMATU CHIBMPALI 7 ]
NMPONMOHYE ®OPTELA?

anga 3PY4YHOCTI HALLWKUX YHYACHMKIB MU COOPMYBAJIN TPU MAKETH
HAMBUIbLL AKTYAJIbHUX MOCVT. KOXKEH MAKET PO3PAXOBAHMM MIHIMYM
HA O UH PIK CMIBMPALLI.

NAKET Bl | € 4000

NAKET B | €5 000
NAKET [l | € 6000
«UNTALQENb»

NAKET [LOrOBIPHA

«TBOA BE3MEKA»
*iHamBigyanbHuit nigbip nocnyr

sksecurity.ua

LLOMICAYHA BAPTICTb NMAKETY

*6e3 MNAB Ta nogaTKis




NAKET CEPBICY |} POSEYIOBH CUCTEMM YEESTEVERHS BISHECY ¥ BYAb-AKIF TANV3I,
«BACTIOH» MAKET BKJ/TIOYAE 8 FOAMH POEOTM AHTMKPU3OBOI [PYMM

Mocnyra BuKoHaBeub Lllo BxoauTb?

= MobinbHuit cepsic OBLAVAbot (nigkntodeHHs o cepBiCy Ta MOXJIMBICTb OTPMMAHHSA ONepPaTUBHOMO
pearyBaHHa Ha iHUMAEHT 6e3neku)
KinbKicTb NifKNOYEHb, LLO BXOAWUTb O NakeTy:
ropurandHa gonomora (BKIOYa€E pearysaHHsa opucTa/ansokata) - 1 ocoba;
npotokon «PopTteus» (BKIOYAE pearyBaHHa opUcTa/aaBokaTa, rpynM OXOPOHU, CUTYaLiMHOro Ta
aHaNITUYHOrO LEHTPIB) - 2 ocobu;

. = OuiHKa IOPUANYHUX PUSKKIB KOPNOPATUBHOI CTPYKTYPU Ta ynpasniHHa (pa3 Ha pik)

KopnopaTuBHa SK Security = MOHITOPUHF 30BHILLHIX 3arpo3 Ta PU3KKIB Ans KnieHTa i oro akTueie (2 06'ekTh)
6e3neka Sayenko Kharenko = TpeHiHru 3 NiAroTOBKM KOMNaHii i nepcoHany 4o Al B yMOBax NoAaTKOBWX nepesipok / obwyky, gonuty /
TMMYaCOBOrO [OCTYNY A0 peyeit i foKyMeHTiB (pas Ha pik)

= KoHcynbTalii 3 N1TaHb 4ONYCKY 4O NOAATKOBOI NEPEeBipkM Ta HagaHHSA LOKYMEHTIB Ha 3anuT NOA4aTKOBOI
iHcnekuii (3a 3anMTom)

= |geHTudikauis Ta ouiHka 6e3nekoBMx PU3KKiB (pa3s Ha 2 POKK)

= Cuctema iHpopMaLinHmx 3anuTie ( 4O 3 6a30BMX 3aNUTIB/MiCALb)

=  TpeHiHru 3 nuTaHb Besneku (pas Ha pik 3a 1 BUBPaAHOIO TEMOIO)

= KOHCynbTaHT 3 Besneku (00 8 roamMH 3adiaHHS Ha Micaub)

o = OujHKa iCHYI040I CMCTEMM 30BHILLIHIX KOMYHIiKaLil (pa3 Ha pik)

PenyTauivHa A G = PekoMeHAallii 1040 YAOCKOHaNeHHA/CTBOPEHHS CUCTEMM 30BHILLIHIX KOMYHiKaLliit (pa3 Ha pik)
6e3neka = lgeHTudikalia penyTauiiHnx PU3MKiB KiEHTa Ha OCHOBI BIAKPUTUX axepen (pa3 Ha pik)

= EKcnepTHa KOHCYNbTaUif WOAO SKOCTI ynpaBiHHA penyTauieto KoMnaHii (pa3 Ha pik)




NAKET CEPBICY B} PO3EYOBH CHCTEMM YEESMEMENHS EISHECY ¥ 5Yb-SKIA TATY3,

MAKET BKJTKOYAE 16 TOAMH POBOTU AHTUKPU3OBOI rPYMU
«<DOOPT»

Mocnyra BukoHaBeLb Lo BxoguTb?

= MobinbHuit cepsic OBLAVADbot (nigknoyeHHs 0o cepBicy Ta MOX/IMBICTb OTPUMAHHA ONepaTUBHOro
pearyBaHHg Ha iHUMOEHT 6e3neku)
KinbKicTb NiAKAOYEHb, WO BXOAUTb 4O NaKeTy:
lopuranYHa gonomora (BKIOYa€E pearysaHHs lopucTa/ansokata) - 2 ocobu;
npotokon «PopTteus» (BKIOYaE pearyBaHHa lopucTa/agsokaTa, rpynm OXOpoHU, CUTYauiMHOro Ta
aHaniTMYHOro UueHTpiB) - 3 ocobu;
= OuiHKa IoPUANYHMX PU3KKIB KOPNOPATUBHOI CTPYKTYPU Ta ynpasniHHg (pa3 Ha pik)
= MOHITOPUHI 3arpo3 Ta pusmkis 4na KnieHrta i oro aktmsis (3 06'€KTH)
KopnopaTuBHa SK Security = TpeHiHrn 3 NiaroToBKu KOMHaHHJ nepconany no ain e yMOBaX NoAaTKoBMX nepesipok / obuwyky, gonuty /
TUMYaCOBOro AOCTYNY 4O peyeit i 4oKyMeHTiB (pa3 Ha pik)

6e3neka Sayenko Kharenko = KoHcynbTauii 3 nMTaHb 4oNycKy A0 NOAATKOBOI NepeBipky Ta HafaHHsA AOKYMEHTIB Ha 3anuT No4aTKoBOI

iHcnekuii (3a 3anMToMm)

» [onepepHilt aHanis BUCHOBKIB Ta aKTiB NepeBipoK, 3aranbHi pekoMeHgauii woao noganblnx KPOKiB
LLOA0 MOro ockapi>keHHs (3a 3anuToM Ao 3/Micsaub)

" |geHTudikalig Ta ouiHka 6e3nekoBux pu3nkie (pekoMeHpauii Wwoao ynpaeniHHa 6e3neKoBUMU pU3nKamm)
(pa3 Ha 2 poku)

*  CucTeMa iHpopMaLiitHix 3anuTis (Ao 4 6a3oBux 3anuTiB/a6o 1 po3WMPEHUI 3aNUT Ha Micaub)

= TpeHiHru 3 nuTaHb 6e3nekn (pas Ha pik 3a BUOPaHUMK 2 TeMaMM)

®  KoHcynbTaHT 3 6e3neku (8o 10 roauH 3adisgHHS Ha Micalb)

Kibepbe3neka 10 Guards » Habip wabnoHis 6a30BKUX f[OKYMEHTIB 3 Kibepbesneku (pa3s Ha pik)

= Ouinka iCHYt04OI cMCTEMI BHYTPILWIHIX KOMYHiKaLii (pas Ha pik)

PenyTauiﬁHa d »  PekoMeHpauii WO#O yAOCKOHaNEeHHS/CTBOPEHHS CUCTEMI BHYTPILIHIX KOMYHiKaLiit (pa3 Ha pik)
fe3neka Ideas & Strategy = |geHTudikalig penyTauiHux pUsmKiB KNieHTa Ha OCHOBI BigKpUTUX axkepen (pa3s Ha pik)

=  ExkcnepTHa KOHCYMbTaLif WOAO SKOCTI yNpaBiHHS penyTauieto kKoMnaHii (pa3 Ha pik)




NAKET CEPBICY B R i T i T ]
¢ (uMT A n E n b » MAKET BKJTIOYAE 24 rOAMHU POBOTHU AHTUKPU3OBOI FPYMNM

Mocnyra BukoHaBeLb LLlo BxoaMTb?

= MobinbHuit cepeic OBLAVAbot (nigknouyeHHs 0o cepBicy Ta MOX/IMBICTb OTPUMaHHS ONepaTUBHOIO
pearyBaHHS Ha iHUMOEHT 6e3nekn)
KinbKicTb NiAKMOYEHD, O BXOAUTL 4O NaKkeTy:
lopuanyHa gonomora (BKYa€e pearyeaHHs lopucTa/agsokaTa) - 3 ocobu;
npotokon «PopTeua» (BKOYaE pearysaHHs lopucTa/agsokata, rpynu OXOpoHM, CUTyaLiMHOro Ta
aHaniTMYHOro LEeHTPIB) - 4 ocobu;

= OuiHKa toPUONYHKMX PU3UKIB KOPNOPATUBHOI CTPYKTYPM Ta yNpaBniHHa (pa3 Ha pik)

* AHanis npueaTHOro Kanitany / cTpyKTypu BonogiHHa 6isHecoM (pa3 Ha pik)

X = MOHITOPWHT 3arpo3 Ta pu3mkie Ana KnieHTa i noro aktueie (4 06'ekTH)

KopnopaTtueHa SK Security = TpeHiHr1 3 NiAroToBKM KOMMaHii i nepcoHany Ao Aiit B yMoBax NoAaTKOBUX Nepesipok / obuwykKy, aonuTy /
6e3neka sayenko Kharenko TMM4aCOBOrO JOCTYNY 1O peyelt | ROKYMeHTiB (pas Ha pik) ) i

= KoHcynbTauii 3 nnTaHb 4ONYCKY 4O NOAATKOBOI NEPEBIPKM Ta HAAAHHSA LOKYMEHTIB Ha 3anuT NOA4AaTKOBOI
iHCcnekuii (3a 3anuMTom)

* [lonepefHiit aHania BUCHOBKIB Ta akTiB NepeBipok, 3aranbHi pekoMeHaalii Woao noganbslinx KPokKis Wono
MOro ockapeHHs (3a 3annToM Ao 4/Micalb)

= IneHTudikauig Ta ouiHka 6e3nekoBnx pPU3mMKkie (pekoMeHaauii Woao ynpasiHHg 6e3nekoBuMM prsmnkamm,
KOHTPO/b BNPOBaA>KeHHS yNpaBiHHA pu3nkaMmu 6esneku) (pas Ha 2 poku)

*  CucteMa iHbopMaUiiHnx 3anuTis (Ao 5 6a3oBux 3anuTiB/a6o 1 po3WIMPEHUI 3aMUT Ha MiCaLb)

*  TpeHiHr1 3 nuTaHb 6e3nekn (pas Ha pik 3a BUOPaHUMUK 3 TeMaMM)

*  KoHcynbTaHT 3 6esneku (B0 12 roguH 3afisiHHSA Ha Micsilb)

» |neHTudikauis Ta ouiHka pu3unKis GisMuHOI 6e3nekn Micus NPOXMBaAHHA BNacHUKIB/KepiBHMKIB KOMNaHi
dizuvHa be3neka SK Security (BKOYAE OLiHKY IHXEHEPHO TEXHIUHOI 3aXMLLEHOCTI 06'eKTa, NEPCOHANY OXOPOHU, HasABHMX
afMiHICTPaTUBHMX 3aXOAiB Ta yNpPaBAiHHA NPOLECOM).

. = OuiHka piBHa 3pinocTi Kibepbeaneku komnaHii arigHo CIS Control Benchmark v8 (a60) AHania koHdirypauin
K|6ep6e3neKa 10 Guards XxMapHoi inbpacTpykTypu (Azure/ AWS / Google) Ha BignosigHicTb CIS Benchmark (pas Ha pik)
* TpeHiHr 3 Kibepbe3aneku (pa3 Ha pik)

- = OujiHKa iCHYK04YOi CUCTEMM 30BHILIHIX Ta BHYTPILWHIX KOMYyHikauik (pas Ha pik)

PenyTauinHa Ideas & Strategy = PexkoMeHAauii Wo[o yAOCKOHANEeHHS/CTBOPEHHS CHCTEMM 30BHILLHIX Ta BHYTPILWHIX KOMYHiKaLil (pa3 Ha pik)
6e3neka * |peHTudikauis penyTauiiH1x PU3MKIB KNiEHTa Ha OCHOBI BIAKPUTUX axepen (pa3 Ha pik)

« _EKcnepTHa KOHCyNbTalis WOAO AKOCTi YNpaB/iHHA penyTalieto KoMnaHii (pa3 Ha pik)




AOAOATKOBI NEPEBAIMA ®OPTELLI?

®PIHAHCOBA AOMNMOMOrA YHACHUKAM VYV KPUTUHHUX CUTVYALISAX
MOXXJIUBICTb IHBECTYBATU B OKPEMI HAMNMPAMKHU POBOTHU MJTIAT®OPMU
BUKOPUCTAHHSI YYACHMKAMM MOTYXXHOCTEM AHANNITUYHOIO LLEHTPY

KOPMOPATUBHA | KOHKYPEHTHA PO3BIAKA 3A 3ANMUTOM YHACHUKIB

- -

10%, 15%, 20% 3AJIEXXHO BI[ MAKETY

MAKCUMAJIbHA 3HMXKKA HA MOCYTU MO3A MEXKAMU NMAKETHMX MPOMO3ULIN:

sksecurity.ua



XTO HE MOXXE BYTU YHACHUKOM
NMNATO®OPMU OOPTELIA?

MM FOTOBI MPALLIOBATM 3 BIBHECOM I3 PI3HMX CPEP TA IHAYCTPIN.

MAEMO TUIbKM OAHE OBMEXXEHHS - HALLII EKCMEPTM HE FOTOBI MOCTYMNUTUCS
MPUHLMMNAMM BUCOKOI AINNOBOI ETUKU TA LOEPOYECHOCTI. BIATAK,
YYACHMKOM MJIATGOPMU GOPTELLSl HE MOXKE BYTM:

O1 03 05

BisHec, nos'asaHui BisHec, noBs'a3aHuM BisHec, noBs'a3zaHui BisHec, Wo He MoXke BisHec, Wwo He
i3 KOpynuiMHUMM i3 BiZMMBaHHAM i3 penpgepcbkoto PO3KPUTH KiHLLEBOTO MO>Ke [OBECTH
cKaHganamm KOLWTIB nisanbHiCTIO 6enediuiapa HafBHICTb MEBHMX

aKTUBIB i KaniTany

BisHec, wo
3HaxoOuTbCa y
CaHKUiMHMX
cnuckax

07

BisHec, Wo Mae
iHpeKc* diHaHcoBoro

CKOPMHrY y
«4EepPBOHIM 30Hi D»

' AKLLO NOTEHUIMHMMA YYACHUK MAE NEBHUM KOHDNIKT IHTEPECIB 3 ICHYIOYUM YYACHMKOM
. POPTELI, M BYAEMO 3MYLLUEHI BIAMOBUTUCS BIA CNIBMPALLI



SANIMLUMNIINUCSA SATIUTAHHA?
HYEKAEMO HA BAC!

Byn. IropiBcbKa, 14 A
KwuiB, YkpaiHa, 04070

Ten. : +380 44 499 6000
Email: info@sksecurity.va
www.sksecurity.ua
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